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Overview

This document will guide you through the necessary steps for installing and configuring
Active Directory Federation Services (ADFS) for your organization and integrating it with
AVAIL. For further information or assistance in going through this guide, you can contact
AVAIL Support at support@getavail.com.

Why Active Directory Federation Services (ADFS)?

Active Directory Federation Services (ADFS) is a claims-based, access-control service
developed by Microsoft. It provides users managed by your organization’s Active Directory
with Single Sign-On (SSO) access to claims-aware systems and applications located across
your organizational boundaries.

The primary benefit of ADFS is that it enables organizations to collaborate securely across
Active Directory domains by using identity federation. Federation allows SSO without
passwords. This eliminates the need for duplicate accounts and other credential
management overhead by enabling federated SSO across organizations, platforms, and
applications, such as AVAIL.

This means that users within your organization will not need to register or create accounts
with AVAIL. An administrator will not need to perform any user and role management
within your AVAIL plan. Instead the identity of the user and what particular operations that
user can perform within the AVAIL platform is all provided by your existing Active Directory.


mailto:support@getavail.com

Your ADFS & AVAIL

Your federation server will contain a trust relationship with AVAIL. Because of this trust
relationship, AVAIL is able to accept this token and authenticate the user. By default, your
federation server will use a token-signing certificate to digitally sign all security tokens that
it produces. Because each security token is digitally signed by your ADFS Server, AVAIL can
verify that the security token was in fact issued by you and that it was not modified. This
helps prevent attackers from forging or modifying security tokens to gain unauthorized
access to resources.

(1) When a user launches the AVAIL application on their workstation, (2) AVAIL retrieves the
necessary authority issuer endpoint for (3) requesting a security token from your ADFS. (4)
ADFS provides a token that contains information about the user requesting access to AVAIL
then (5) sends the token to the AVAIL web service. (6) Once the token is verified, AVAIL will
parse the claims extracted from the token and determine what actions the user is
authorized to perform, and then (7) return those as claims back down to the AVAIL
application.
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Installing ADFS

In this chapter, you will be installing ADFS on your Windows Server.

If you already have an ADFS installed, skip ahead to the Requesting & Installing an SSL
Certificate chapter.

Prior to Installing ADFS

Before beginning the ADFS installation process, here are some resources to get yourself
acquainted with SSO and Active Directory Federation Services:

e Have you done an SSO integration before?

O

Overview:

https://technet.microsoft.com/en-us/library/cc755226(v=ws.11).aspx

e Do you have an SSL certificate for securing the ADFS Server?

o

You will need an SSL certificate. If your organization does not have one, we
recommend purchasing a certificate from an authorized reseller. There are
many SSL certificate resellers available, so choose one that works best for
your organization.

Typically you will receive a signed certificate in 1 or 2 business days from the
time your request is received and any necessary validation has been
completed.

Wildcard SSL certificates are supported by all versions of ADFS and are
generally recommended for ease of installation. Please verify that it complies
with your corporate policy.

This certificate needs to be one that all workstations will trust. To generate
an SSL certificate through IIS 7 management console, follow this URL:
https://technet.microsoft.com/en-us/library/cc753127(v=ws.10).aspx

e |sthe ADFS role currently installed?

o

You can go to Administrative tools, and look for ADFS Management. You can
also check by going to Server Manager and looking at roles. Do you see
ADFS (Active Directory Federation Services)?


https://technet.microsoft.com/en-us/library/cc755226(v=ws.11).aspx
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Windows Server

For ADFS to function properly, the computer that will operate as the federation server must
be joined to your domain. The version of ADFS that you will be using is dependent on the
version of Windows Server that is installed on this machine. For Windows Server 2008 R2,
you will need to download the ADFS 2.0 installer. You can install ADFS 3.0 and 4.0 on
Windows Server 2012 R2 and Windows Server 2016 respectively through the Server
Manager.

If you are installing ADFS on a Domain Controller or want to use a different Fully Qualified
Domain Name (FQDN) for ADFS than the server name, you will need to ensure the name
you enter has a DNS Record created. We do recommend that the name of the target server
and the federation service name that you will configure for ADFS be different values.

Windows Server 2008 R2 (ADFS 2.0)

ADFS 2.0 requires Windows Server 2008 R2 Service Pack 2.
If you're upgrading from ADFS 1.0 to ADFS 2.0, you will need to uninstall ADFS 1.0
first, which will require a reboot.
e You can download the ADFS 2.0 installer from the following link:
o https://www.microsoft.com/en-us/download/details.aspx?id=10909
o Run the setup program. The only thing you will need to be sure of, is to check
New Federation Server, not Proxy during the installation process.
e For additional reference material, there are Step-by-Step and How To Guides
available for ADFS 2.0 available at the following link:
o https://technet.microsoft.com/en-us/library/adfs2-step-by-step-guides(v=ws.
10).aspx
e For an overview of ADFS 2.0 for Windows Server 2008 R2, please visit the following
link:
o https://technet.microsoft.com/en-us/library/cc755226(v=ws.11).aspx

Windows Server 2012 R2 (ADFS 3.0) & 2016 (ADFS 4.0)

e For a complete overview of Active Directory Federation Services, please visit:
o https://docs.microsoft.com/en-us/windows-server/identity/active-directory-fe
deration-services
e The following are basic instructions on how to install Active Directory Federation
Services from Server Manager in Windows Server 2012 R2:
o Open Server Manager and click Add roles and features.
o Choose Role-based or feature-based installation and click Next.
o Check Active Directory Federation Services, choose Add Features, and
click Next.
o On the Features menu, select .NET Framework 3.5 Features.
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o Click Next until you get to the Role Services menu. Leave everything but
Federation Service unchecked and click Next.
o Click Next until you get to the confirmation screen and click Install. Click
Close when the installation is done.
For additional reference material on ADFS 4.0 for Windows Server 2016, please visit
the following link:
o https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment
/install-the-ad-fs-role-service
Overall Reference:

o https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment
/deploying-a-federation-server-farm
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Requesting & Installing an SSL Certificate

In this chapter, you will be using Microsoft Internet Information Services (1IS) Manager to
generate a Certificate Signing Request (CSR), uploading the CSR to a Certificate Authority
(CA) of your choice and installing your SSL certificate in the Personal Store on your
Windows ADFS Server.

If you already have an SSL certificate, skip ahead to the Configuring ADFS chapter.

Federation Server Certificates

ADFS requires a standard Secure Sockets Layer (SSL) Certificate and is used for securing
communications between federation servers and clients. The following are some
requirements and information for the certificate (See here):

e Must be a publicly trusted X509 v3 certificate from a third-party certificate
authority. All clients that access any ADFS endpoint must trust this certificate.

e Wildcard certificates are supported. If you choose to use a wildcard certificate, you
will still need to provide the fully qualified domain name for the ADFS service (e.g.
adfs.mycompany.com) when you configure your ADFS federation farm.

e The Subject name of this certificate is used to represent the Federation Service
name for each instance of ADFS that you deploy. You may want to consider
choosing a Subject name on any new CA-issued certificates that best represents the
name of your company or organization to partners. The identity of the certificate
must match the federation service name (for example, adfs.mycompany.com).

o The identity is either a subject alternative name extension of type dNSName
or, if there are no subject alternative name entries, the subject name
specified as a common name. Multiple subject alternative name entries can
be present in the certificate, provided one of them matches the federation
service name.


https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/design/ad-fs-requirements

Create Certificate Signing Request

ADFS doesn't include a straightforward way for creating a Certificate Signing Request (CSR).
You can create your CSR using Microsoft IIS Manager.

On your Windows ADFS Server, open Internet Information Services (1I1S) Manager.
In 1IS Manager, under Connections located on the left side, select your server's
hostname.
In the center menu under the IIS section, double-click the Server Certificates icon.
In the Actions menu located on the right, click Create Certificate Request to open
the Request Certificate wizard.

e Once the wizard launches, you will see a Distinguished Name Properties page.
Enter the following information:

Attribute Description
Common Name The fully-qualified domain name (or
URL) for which you plan to use your
certificate.

e An SSL certificate issued for
WWW.mycompany.com is not
valid for adfs.mycompany.com.
If you want your SSL to cover
adfs.mycompany.com, make
sure the common name
submitted in the CSR is
adfs.mycompany.com

e Ifyou are requesting a wildcard
certificate, add an asterisk (*)
on the left side of the common
name (e.g. *.mycompany.com)

Organization The legally registered name of your
organization or company

Organizational Unit The name of your department within
your organization (e.g. “IT" or
“Engineering”)

City/locality The full name of the city or locality in

which your organization is located (Do
not abbreviate)




State/province The full name of the state or province
where your organization is located (Do
not abbreviate)

Country/region Your two-digit ISO-format country code

Click Next.
On the Cryptographic Service Provider Properties section of the wizard:
o For Cryptographic Service Provider, select Microsoft RSA SChannel
Cryptographic Provider
o For Bit Length, select 2048 or higher.
Click Next.
On the File Name page, click ... to select a location to save the CSR file. Enter the
filename, then click Open.
o If you only enter the filename without selecting a location, the CSR file is
saved to C:\Windows\System32
e C(lick Finish.

It is strongly recommended to use certificates that are issued by a public (third-party)
certification authority (CA). Please review and follow the instructions provided by the
preferred CA of your choice on completing an SSL certificate request and how to download
the certificate once it is approved.

Most CA providers will require you to open the file you had just generated with a text editor
and copy/paste the entire contents of that file into an order form. For most CA providers,
you will typically receive a signed certificate within 1 or 2 business days from the time your
request is received and any necessary validation has been completed.
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Import the Signed Certificate

Now that you have received your SSL Certificate, you will now need to import it onto the
server where ADFS was installed.

From the server, open Microsoft Management Console (MMC).

Click File, then Add/Remove Snap In...

Under Available snap-ins (left side), click Certificates.

With Certificates selected, click the Add > button in the center to launch the
Certificates snap-in wizard.

o Select Computer Account, then click Next.

o Select Local computer and click Finish.

o When the Certificates snap-in is added to the right pane, click OK.
Once the console is open, expand the Certificates item and right click on Personal.
Select All Tasks > Import...

The Certificate Import Wizard will launch. Click Next to continue.

o Click the Browse... button to select the signed certificate file (.cer)
o Click Next.

o Place the certificate in the Personal Certificate store.

o Click Next.

O

Click Finish to import the certificate.

11



Configuring ADFS

Getting Started

The steps outlined in this section are targeted towards the installation of an on-premises
ADFS 2.0 for Windows Server 2008 R2, but many of the steps for configuring ADFS 3.0 and
ADFS 4.0 on higher versions of Windows Server are applicable. Please read through the
steps in this guide for important notes that apply to higher versions of ADFS.

e For Windows Server 2008 R2 (ADFS 2.0), please continue to the Running the ADES

Configuration Wizard section.
e For Windows Server 2012 R2 (ADFS 3.0) or Windows Server 2016 (ADFS 4.0),

please review the information at the following link:

o https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/deployment

/configure-a-federation-server
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Running the ADFS Configuration Wizard

In this section, we will run the ADFS Configuration Wizard for creating a new Federation
Service and Federation Server Farm, importing your SSL certificate and setting up and
configuring a service account. If ADFS was already installed, skip this section and go to
Configure Service Endpoints.

Launch ADFS 2.0 from the Administrative Tools.

Select ADFS 2.0 Federation Server Configuration Wizard on the overview screen.

On the Welcome screen, select Create New Federation Service.

Always say Yes to New Federation Server Farm.

Select an SSL certificate.

a) If thereis no certificate, you will need to create an SSL certificate. This
certificate needs to be one that all workstations will trust.

b) If you do not have an SSL certificate, the recommendation would be to
purchase a certificate from an authorized reseller.

c) ADFS can accept a Self-Signed Server Certificate and will work fine in a testing
environment, but you will need to generate an SSL certificate for
production. To generate a Self-Signed Certificate through IIS 7 Manager,
follow the instructions at this link:
https://technet.microsoft.com/en-us/library/cc753127(v=ws.10).aspx

d) To generate your SSL certificate through IIS 7 management console, visit the
Installing SSL Certificate chapter of this document.

6) Note: If you are installing ADFS on a Domain Controller or want to use a different
Fully Qualified Domain Name (FQDN) for ADFS than the server name, you will need
to ensure the name you enter has a DNS Record created. We do recommend that
the name of the target server and the federation service name that you will
configure for ADFS be different values.

7) Next, setup a dedicated service account located in the organization.

a) You will be creating a new account that represents this ADFS service. This
account is necessary for the Kerberos authentication protocol to work in a
farm scenario and to allow pass-through authentication on each of the
federation servers.

b) We recommend “adfsservice” as the name of the account.

c) Set the first and last name, and make sure to check Password never
expires.

d) This account does not require any special permissions to be set by you. The
ADFS Configuration Wizard will grant this service account the
SeServiceLogonRight and the SeAuditPrivilege permissions automatically.

8) Additionally, the SPN (Service Principal Name) must be set manually. Run the

following in Command Prompt:

a) setspn -a host/[your_federation_service_name] [service_account]

[

ul
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b) Example: If the name of the account was adfsservice, then it might look like:
setspn -a host/adfs.mycompany.com adfsservice
9) Finish the wizard and relaunch the ADFS 2.0 Management Console.

Configure Service Endpoints

In this section, we will enable the Windows authentication endpoint that will allow AVAIL to
retrieve SAML tokens from your ADFS using the user’s Windows credentials. This is done
over the WS-Trust 1.3 Protocol using Transport Security with a Message Credential.

1) On the left hand navigation, select Service and expand, then select Endpoints.
2) Look for adfs/services/trust/13/windowsmixed, then right-click and enable that
endpoint.
3) Restart ADFS.
a) Close the ADFS 2.0 management Console.
b) Open Services and find ADFS 2.0 Windows Service.
c) Right-click this service and select Restart.
4) Relaunch the ADFS 2.0 Management Console.

14



Configure Relying Party

In this section, we will configure AVAIL as a trusted relying party to your ADFS. This allows
AVAIL to consume claims in security tokens issued by your ADFS for authentication and
authorization.

1) From the left side navigation in the ADFS Management Console, select Trust
Relationships.
2) Expand and select Relying Party Trusts.
3) Right-click and select Add Relying Party Trust.
a) For ADFS 4.0 select Claims Aware.
4) From the first screen of the wizard (the Welcome step), select Start.
™ Add Relying Party Trust Wizard

Welcome

Steps
@ “Wealcoms

Welcome lo the Add Relping Party Trust Wizand

Select Data § Thiz wizard vall belp pou add & new reluing party trust bo the AD FS confiquraion database. Relwing paities
@ Sekct Data Sowce congume claims i secuily tokens that ale issusd by this Federation Service o make suthertication and
@ Choose |ssusnce suthanzalion decizons.

Authaization Flues The relying party trust that thiz wizaid creates defines how thiz Federation 5 ervice recognizes the 1eking

@ Ready to Add Trust paity and issues clams 1o it You can deline issuance tanshom ndes for issuing clams ho the slng paity
_— after pou complete the wizand
@ Fire

Pievous || st || Concel Help

15



5) Select the Enter Data about the relying party manually option.

":::Al:ld Relying Party Trust Wizard

Select Dala Source

Steps Sedect an option that thiz wizard wall use to obtan data about this reling pasty:

@ ‘Wekomes

@ Select Diata Sounce

™ Imipart data about the ralying patty publizhed onling or on 2 local rebaok
LIz thez ophon bo impoit the necessany data and cestificates from a rebsng party organizabon that

@ Specily Display Mame publishes itz federaton metadata anfine of on a local netvark.

@ Choose Profile Fadesation metadata address (host name o URL):

@ Corfigure Cedlificate |

@ Corfiguie URL Example: Iz conlosa com ar ips: e conloso. com/spp

@ Corfigure [dentifiess ™ Import data about e relying party from a file

@ Choose lzsuance Lise this oplion la impail Ihe necessaiy dals snd celificales fiom & iehing paly seganizstion thal has
Authorization Rules exported itz federation metadsta to a fle. Enzue that this fle iz fom a tusted sowee. This wizand wil

not valdate the sowce of the file.

@ Ready to Add Tiugt
Fedesation metadata hie locabor:

(¥ Enber data about the relpng pacy manaly
Uz thiz oplion o manualy input the necessany data about this ieling party organization

@ Finish

Previos |[ New: | Cancel | Hew
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6) For display name, enter “AVAIL".

""-I;'t Add Relying Party Trust Wizard

Specify Display Mame

Sleps Type the digplay name and any opbona mobe: for thiz relying party.
@ Wekcome
@ Select Data Source sl
el
w Specily Display Mame

@ Choose Pralile Holes:

@ Configune Cesbhoate ;I
@ Conbigura URL

@ Configure ldentifiers

@ Choose lssuance
Authorzabon Rules ;I

@ Ready o Add Tust
@ Finizh

< Previows [ Hext > I Cancel Help
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7) Select ADFS 2.0 Profile. Click Next. (For newer versions of ADFS, this step is
skipped)

1"-r:'r Add Relying Party Trust Wizard

Choose Profile

Sleps Thiz vazard uzes configuration profles to aid n creating the reking party st Choose the appropoate:

@ Welcome conhiguration profile for this isking party bust.

@ Select Data Souce * ADFS 20 prafile

@ Speciy Dizplay Mame Thiz prafile supports relying parties that ae interoperable with ness AD F5S 2.0 features, such a=
secunly loken enciyplion and the SAML 20 peolocol

@ Chooze Profie

@ Configuee Certificate " ADFS 1.0 and 1.1 peoiile

@ Configuse UAL Thiz profile supports relying parties that are interoperable with 20 FS 1.0 and 1.1.

@ Conhgue |dentifiers

@ Chooze |ssuance
Authonzation Rules

@ Ready boAdd Trust
@ Finish

<Previos |[ Met> |  Cancel | Heb
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8) Do not select anything for a token encryption certificate. Leave this section blank,
and select Next.

"53 Add Relying Party Trust Wizard E

Configure Certificate

Stops Specify an optional token encryption cestiicate. The token enciyplion certficate is uzed to encrpt the
@ Welcome claime that are sant ko thiz rabing parly. The relying party wil uze the pivabe key of thiz certificabe o
diecippt the clams that are sent to it. To speciy the cetificate, chck Browse. .

@ Select Dats Souice
o lesuer
@ Specily Deplay Mame
| . Subject:
@ Lhooze Frohie Efrechive date:
@ Configure Certificate E wpiration date:

@ Configure UAL

@ Configuie Ideniifiers ks | | - I il

@ Choose lssuance
Authorzabion Rules

@ Ready toAdd Trust
@ Finizh

< Prewiouz I Mt » | Cancel Help I
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9) Leave both options unchecked for WS-Federation and support for SAML 2.0.

1'-._'r Add Relying Party Trust Wizard

Configure URL

Sleps

@ ‘Welcome

@ Select Data Source
@ Speciy Display Mam
@ Choogze Profie

@ Configuee Catificate
@ Configuee UAL

@ Conhgue ldentifiers

@ Chooze |ssuance
Authonzation Rules

@ Ready boAdd Trust
@ Finith

AD FS 2.0 supparts the 'WS-Tust, WS-Fedaration and SAML 20'wWeb550 pectocols for rebang parties. If
WS -Federation, SAML. or both are used by the 1eking party, select the check bokes for them and speciy
the LIAL: 1o use. Suppoit for the WS-Trust probocal & slways ensbled fon 3 relving paity

—- Enuhbamutiurlhwﬁﬁdmdjm Passive profocal

Thew'S-Federsbon Passive peotocol URL supponts 'Web-browser-based claims providers wsing the
WS-Federstion Passie probocal

Relving paity 'w'S-Federation Passive polocol LIRL

Ewample: hitps://fz conboso.com/adfesd

—f- Er-d:lbuuputlurll‘aﬁn‘-’l.HL 20'WebS50 protocol

The SAML 2.0 single-sign-on (550 serice URL supports \Web-biowser-based dams provaders using
thee SAML 2 0'wWebSS0 protocol.

Relving party SAML 2.0 550 service UAL

Ewampla: hitpz: /s contoso.comsadkse!

Leave
Unchecked

cheviow [[ Net> || cancel | Heb
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10) Enter “https://getavail.com” as the relying party trust identifier, and select Add.

W Add Relying Party Trust Wizard

Configure ldentifiers

Sleps Felying partiez may be identified by one or more unique identifies shings. Specky the identfiers for thiz

@ Walcome relying paity trust,

@ Selact Data Souwrce Relying party rust identfer:

@ Specily Display Name 9= | IIIIIIII
@ Choose Prohle Examphe: hitps: /A= contozo. com/adfs/ serwces/inest

@ Corfigune Certificate Felying party ust identiers:

@ Corfigure URL hittpes: /igatavail.com

@ Configure |denbhers

@ Choose lzzuance

Authotization Rues
@ Feady to Add Tnest
@ Firizh

Enterin
https://getavgil.com

< Previous Mest> || Cancel Hep |

|
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11) Select Permit all users to access this relying party. Click Next. (For ADFS 4.0, this
dialog is a bit different. Select Permit Everyone.)

" Add Relying Party Trust Wizard

Choose lssuance Authorization Rules

Slops Izzuance authorzation nles determine whether a user i3 pemitied o recenve clams for the relpng paty

@ ‘Welcome Chiooea one of the follovang ophons for e irdal behawior of thiz relying party's ssuance authonzaton
ez,

@ Seleck Daks Souce

o . )
@ Specky Display Mame *  Peamit all uzers bo access his relpng party
The isswance suthaization ndes wil be configured 1o peimit l usess to sccess this relyng paity. The

@ Chooze Frofie redying party sarvice or application may sbil deny the wzer access.

@ Confgue Cerlificate -
_— . ™ Dienw all users access bo this rehing pary
o e ) The iseance authanization iules wil be configured 1o deny all users acoess to this relying party. 'ou muzt

@ Conhgue ldentifier later sdd issusnce authorzation wles lo enable ary users o sccess this mhng pary,
@ Chooze |ssuance
Authonzation Rules
Yo can chamge the izsuance authorizabon rules for this reling pay tust by selecting the 1eling paity
@ Ready to Add Trus bt and chcking Edit Clam Fules in the Actions pane
@ Finigh

¢ Previous I MNeut I Cancel Help

12) Select Finish to add the relying party.
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Setup Claim Rules

In this section, we will configure ADFS to send information about the user to the AVAIL
service.

1) From the created Relying Party, right-click and select Edit Claim Rules.
a) For ADFS 4.0, Right-click and select Edit Claim Issuance Policy.
2) Under Issuance Transform Rules, select Add Rule.

"% Edit Claim Rules for AVAIL =0

lzsuance Transform Rules ] Issuance Authorzation Rules | Delegation Authorization Fules I

The following transfom wlbes specify the claims that will be sent to the relying party.

I:Irdarl Fule Marme I Issued Claims |

+
hd

Add Rule. .. || Edit Fule.. | te.. |
oK | Caes | s Help
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3) Select Send LDAP Attributes as Claims.

"'-‘ Add Transform Claim Rule Wizard

Select Rule Template

Steps
@ Choose Rule Type
@ Configure Clam Rule

Select the templale fon the claim re that you wanl 1o create from the Fellowing list, The description
provides detalz about sach clam nde template.

Clam e terplate

Send LDAP Attribub

Claim e tamplate descripton:

Uzing the Send LDAP Attnbute sz Claims ruls template pou can sslect atbibutes from an LDAP atirbute
zhore such az Active Direchory b send a2 clams bo the relyng party. Mulliple attibutes may be sent ag
rrndlipike claims from & single re using this e type. For example, wouw can we thes e template to
create a e that vl exdract stinbute values for authenbicated uzers Fom the desplaphl ame and
telephoneMumber Active Direcloy sinbute: and then send thoze valees a2 two different oulgong
claims. This rule may also be used o send all of the user's group membesships. If you want 1o anly send
individual group membesships, use the Send Group Memberzhip az a Claim e template.

< Freviou I Meul » I Cancel Help

24




4) Under Claim Rule Name, enter the value “Demographics”. Under Mapping of
LDAP Attributes to outgoing claim types, enter in the following values (per the
given screenshot):

LDAP Attribute Outgoing Claim Type
E-Mail-Addresses E-Mail Address
Given-Name Given Name
Surname Surname
Display-Name Name

W;md-:l Transform Claim Rule Wizard

Configure Rule

“f'ou can configune thiz nele to send the values of LDAP attribubes as claims. Selact an atiibute store from
@ Chooss Aule Type which to estiact LDAP atibules. Speciy how the atinbutes will map bo the outgeing claim lypes that wil be
izswead from the e,

Clarm nule name
Clemographics

Rule templata: 5end LOAF Atiibubas az Claims

@ Configure Claim Fue

Attnbute stone:
I.ﬁchvc [rrechory EI
tlappirg of LDGP atirbutes 1o outgoing claim ppes:
LR Attiibuta Oukgoing Claim Type
E-Maikisdthesas = || E-Mail Adcress |
GreanMame j Grvan Mame j
Sumarne j Suname ﬂ
3 Display-Hame ﬂ]ﬁ -
* =l =

< Prervious | Firizh I Cancel Help

S

5) Select Finish.

6) From the relying party, right-click and select Edit Claim Rules. (Repeat Step 1)
a) For ADFS 4.0, Right-click and select Edit Claim Issuance Policy.

7) Under Issuance Transform Rules, select Add Rule. (Repeat Step 2)

8) Select Send LDAP Attributes as Claims. (Repeat Step 3)
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9) Under Claim Rule Name, enter the value “Roles”. Under Mapping of LDAP

Attributes to outgoing claim types, enter in the following value (per the given
screenshot):

LDAP Attribute Outgoing Claim Type

Token-Groups - Unqualified Names Role

"-_'.-Adrl Transform Claim Rule Wizard

Configure Rule

Sleps “You can configure this nule o send the values of LDWP attibutes a@ claime. Sedect an atribute siore from

@ Chaase Aule Type which to estiact LDAF attrbutes. Spacify how the atinbutes will map to the outgoing claim tppes that wil be
izziead from the s,

@ Configure Claim Fule

Clarm rube name:
Foles

Flule template: Send LDAP Athbutes az Clams

Alnbute shone:
| Active Drectory |

I appirg of LDAP stinbutes lo outgaing clsim lypes:

LDAP Altrbiite Dulgesnig Clasrm Type
b [ TokenGroups -Unuaiied Name: | [EEE -]
*

mm' Frin || Concel | Heb

10) Select Finish.
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Exporting the Token Signing Certificate

In this section, we will export the certificate that is being used to sign tokens. Once it has

been exported, this certificate will be used on AVAIL servers to authenticate the token,
thereby granting access.

1) From ADFS 2.0 Management console, select Service from the left navigation menu,
and then click Certificates.

2) Select the certificate labeled as the Primary certificate listed under Token-signing,
and from the right-hand menu select View Certificate.

Wp Pl Adion View Widew Hep

=i =]
| #[m| Bl
ALFS 20 Actae
Sarvia
Endgcain K Ha
Crifim . — e 1 o Sgrwg Larsfuatn
Cleim ascriphions = . bl Aoy " N i )
st R ormiigs [t S TEG WU et LT (W w30 T Dy Cartit sl
it ars o gty 5l Spweaie Corwesa geds Ceifesle
R CPi=alF S Erpli i Pt §mowplr = LEN N e — t

e, e G T
1ol ors sagreing

[RICPALF ] lagrwrg Wil ) (Pl g iR ELTDORSE lm£

[E

e e e bt ——————

Vit L mE

H =

1] J L}
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3) Select the Details tab of the properties window, then click Copy to File...

Certificate E3

| Genarrﬁricaﬁun Path |

Field | value A
____ Wersion W3

_'__Serial number 1lab8 97 b2 02 1200 5c 47 3d...

|: Signature algorithm sha2SeRSA

L Signature hash algorithm shaz56

|: Issuer ADFS Signing - WIN-3242TEQ. ..
_:'u'alid from Thursday, December 22, 2016...
__:\n‘alid to Friday, December 22, 2017 3:...

| |Subject ADFS Signing - WIN-3242TEQ... |

Edit Froperties, ,,

Copy ko File. .. ﬂ

Learn mare about certificate details
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4) In the Certificate Export Wizard, select DER encoded binary X.509 (.CER).

Certificate Export Wizard

Export File Format
Certificabes can be exported in a wariety of file Formats, |

Select the format you want bo use:

{* DER encoded binary %.509 (.CER)

" Base-64 encoded ¥.509 {,CER)
" Cryptographic Message Syntax Standard - PKCS #7 Certificates {.PTE)

I_ l IO Bl CET .-'---.II||||l'lI'I|I|Il-||IIII||I-||||I POss
FI | | TINECOT E-l||-|I|l|l' PRCE 12 0 FFA)
I_ [ e A CETH .-'-".II|||||-|I'I|I|Il-||IIII||I-||||I PSS

r ste the private ey ik the export (s sUccessrul
r: st =l exter ,..'|,|..|..-|||.-:_

£ Microsoft Serighized Gertificate Starel(, 55T)

Learn mare abouk certificate file Formats

< Back Mext = iancel
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5) Select a file name and location, then Save the X.509 certificate.

Save As E3
G( )v |I Desktop -~ = [‘z]] I Search Deskhop ¥
Organize »  Mew Folder BE .@.
N N
- Favorites " |ibraries
B Cesktop ~ || System Folder
& Downloads e
1] Recent Places Bdministratar
?‘ Systern Folder
S W@
= Libraries
| Documents X L Computer
J’- Music (| tyskem Folder
=/ Pictures .
H Videos '& o Metwork
L.' Swstem Falder
1M Computer
— 1 EC2 Feedback
G | Internet Shortouk —
B Network =l o 200 bytes hd
File name: I ADFS Signing - Erikacn.cc-m| j
Save as kype: IDER Encoded Binary %.509 (*,cer) j
|~ Hide Foldersl Save I Cancel |
4

6) Supply this certificate file (.cer) to AVAIL. This file will be imported into our server’s
certificate store for token validation and translating the user’s Active Directory
claims into claims used in the AVAIL Application.

30



AD Token Groups & the AVAIL Publisher Role

AVAIL supports two primary roles: Publisher and Consumer. Publishers are generally
those who manage content on your network, such as your BIM Managers.

In the Setup Claim Rules section, you configured the AVAIL Relying Party to be able to
receive specific LDAP attributes as claims. One of the claim rules that was issued was
“Roles”, which allows AVAIL to view a user’s group memberships in Active Directory. This
claim is what determines what actions a user is authorized to perform within the AVAIL
application.

When AVAIL receives, verifies and parses the claims from the token, it will check to see if
that user is a member of a group that you will specify as representing the AVAIL Publisher
Role. Upon detecting the user is a member of that group, AVAIL will determine that user
is a Publisher in your plan and provide specific claims back to the AVAIL desktop
application.

Prior to deploying AVAIL on your user’s workstations, you will need to inform us of the
name of that group. We recommend creating a dedicated “AVAIL Publishers” group, but it
is absolutely acceptable if you already have an existing AD group in mind (such as a “BIM
Managers” group). Every organization is just a little bit different, and we're happy to talk
through an appropriate configuration for your company.
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Submit Information to AVAIL

You have completed all the necessary steps for integrating AVAIL with your Active
Directory. In this section, you will need to share some information with AVAIL about your
Active Directory.

There are just two values associated with your Active Directory that you will need to
submit: the Federation Service Authorization Endpoint and the Publisher Group Name.

Please fill in the information located in the form linked below. Once you have submitted

the form, await confirmation from a member of the AVAIL Support team before
continuing to the Installing AVAIL chapter of this instruction document. You will also need

to prepare to share the Token-Signing Certificate.

On-Premises Active Directory Information Form
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https://goo.gl/forms/TepwFOt87wn8Wo4F2

Installing AVAIL

NOTE: Before continuing this section, you must provide AVAIL with the necessary values
prior to deploying the AVAIL application across your organization. Please fill in the values
in the form located in the Submit Information to AVAIL section.

Once you have completed the form, please wait for confirmation from the AVAIL Support
team before continuing this instruction document.

Overview

Once you have supplied the necessary values to AVAIL and have received confirmation,
you will need to inform your assigned AVAIL Support team member your preferred
method of installation: .msi or .exe. Prior to installing AVAIL on your user’s workstations,
you will need to configure your software deployment process to include specific installer
switches.

During installation, the switches defined in the sections of this chapter will create a
special configuration file titled ADFS.config on each workstation. This file is critical for
providing the AVAIL desktop application with special values for authenticating users
through your Active Directory. You will need the value for the Federation Service
Authorization Endpoint that you found earlier in the Submit Information to AVAIL chapter.

It is highly recommended that you first perform a test installation with the defined
installer switches prior to deploying AVAIL. In the sections below, there are examples
provided which will show you how to install via command line so that you may test the
installation.
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EXE Installation

AVAlLInstaller.exe

This file packages both the AVAIL Desktop application and the Microsoft Visual C++ 2015
Redistributable (x64) into a single installer. The switches below are the values written in
the ADFES.config file upon installing AVAIL.

Switches
e DisableUpdates=1
e ActiveDirectory=1
e ActiveDirectoryVersion="ADFS2"
e ActiveDirectoryAuthority="https://adfs.mycompany.com/adfs/services/trus

t/13/windowsmixed/"
e ActiveDirectoryRealm="https://getavail.com"

Example

C:\>"C:\AvailInstaller.exe" /i /quiet /norestart DisableUpdates=1
ActiveDirectory=1 ActiveDirectoryVersion="ADFS2"
ActiveDirectoryAuthority="https://adfs.mycompany.com/adfs/services/trust/13
/windowsmixed/" ActiveDirectoryRealm="https://getavail.com"
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MSI Installation

In order to properly install the AVAIL application via MSI installation, you will need to
deploy one .exe installer and one .msi installers in the following order:

1. vc_redist.x64.exe (optional, see below)
2. Avail.msi

1. vc_redist.x64.exe

The vc_redist.x64.exe file is the Microsoft Visual C++ 2015 Redistributable (x64) and
installs run-time components of Visual C++ libraries. These components are required to
run C++ applications that are developed using Visual Studio 2015 Update 3 RC and link
dynamically to Visual C++ libraries.

Note that many modern applications, such as Autodesk Revit® 2018 (or greater), also
require the Microsoft Visual C++ Redistributable package and a supported newer version

may already be installed.

Switches

e /i /quiet /norestart

Example

C:\>"C:\vc_redist.x64.exe" /i /quiet /norestart

2. AVAIL.msi

This .msi is the installer for the AVAIL Desktop application. The switches below are the
values written in the ADFS.config file upon installing AVAIL.

Switches

DISABLEUPDATES=1

ACTIVEDIRECTORY=1

AD_VERSION="ADFS2"
AD_AUTHORITY="https://adfs.mycompany.com/adfs/services/trust/13/windows
mixed/"

e AD REALM="https://getavail.com"
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Example

C:\>msiexec.exe /i "C:\Avail.msi" /quiet /norestart DISABLEUPDATES=1

ACTIVEDIRECTORY=1 AD_VERSION="ADFS2"
AD_AUTHORITY="https://adfs.mycompany.com/adfs/services/trust/13/windowsmixe

d/" AD_REALM="https://getavail.com"
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The ADFS.config file

After installing with the switches defined (either msi or exe), a special configuration file
titled ADFS.config will be created on each workstation. This file is located in the same
installation directory as the AVAIL.exe application (C:\Program Files\AVAIL). This fileis a
crucial component for providing the AVAIL desktop application with special values for
authenticating users via your Active Directory.

Example

A proper, Azure-based ADFS.config file should look something like this:

<adfsSettings>

<add key="ActiveDirectoryVersion" value="ADFS2" />

<add key="ActiveDirectoryAuthority"
value="https://adfs.mycompany.com/adfs/services/trust/13/windowsmixed/" />

<add key="ActiveDirectoryRealm" value="https://getavail.com" />
</adfsSettings>
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Troubleshooting

Every ADFS installation and integration is a little different. Here are some “gotchas” that we
have encountered:

e AD FS Rapid Restore Tool (Windows 2012 R2, Windows Server 2016):

o The AD FS Rapid Restore tool provides a way to restore AD FS data without
requiring a full backup and restore of the operating system or system state.
You can use the new tool to export AD FS configuration either to Azure or to
an on-premises location. Then you can apply the exported data to a fresh AD
FS installation, re-creating or duplicating the AD FS environment.

o Reference:

m https://docs.microsoft.com/en-us/windows-server/identity/ad-fs/oper
ations/ad-fs-rapid-restore-tool

o Download and install the MSI to your AD FS Server:

m Download: https://go.microsoft.com/fwlink/?Linkld=825646
1. Launch a new PowerShell prompt window.
2. Run the following command:

import-module 'C:\Program Files (x86)\ADFS Rapid Recreation
Tool\ADFSRapidRecreationTool.d1l"'

3. Create the backup using the Backup-ADFS cmdlet (assuming running
as domain admin):

Backup-ADFS -StorageType "FileSystem" -StoragePath
"C:\Users\administrator\testExport\" -EncryptionPassword "password"
-BackupComment "Clean Install of ADFS (FS)" -BackupDKM

4. Use the Restore-ADFS cmdlet to restore the ADFS configuration:

Restore-ADFS -StorageType "FileSystem" -StoragePath
"C:\Users\administrator\testExport\" -DecryptionPassword "password"
-RestoreDKM

5. While running the Restore-ADFS cmdlet, you will be prompted to
enter in the service account credentials that runs the AD FS service
(initially configured in the Running the ADFS Configuration Wizard
section).
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e If you get “SOAP Security Negotiation failed":
o Theinner exception is the most helpful part of this. This exception is a
generic failed message. However, here are some things to check:

m Is the SSL certificate securing the site trusted on the client?

m Does the ADFS service user account have the SPN set properly?

e setspn -l [user name]
e setspn -q “host/[url]”

m Is there a time discrepancy between the ADFS server and the domain
controller?

m Isthere a time discrepancy between the desktop and the domain
controller?

m  One customer had an error “Specified handle is invalid”. We ended up
trying the setup on a different workstation and it worked. So we have
not yet resolved why we get the error “Specified handle is invalid”.

e If importing an SSL certificate after ADFS has already been configured:
o Does the ADFS Service user account have the SPN set properly?
m setspn -l [user name]
m setspn -q “host/[url]”
o Does the ADFS Service user account have Full control permissions for the
SSL certificate?
m  Open MMC, click on File, then Add/Remove Snap-in...
e Under Available snap-ins (left side), Select Certificates.
e Select Add >.
e In the Certificates snap-in dialog, select Computer Account,
then click Next.
e Leave the Local computer option selected, then click Finish.
e Once the dialog closes, click OK.

m  On the left, Expand Certificates (Local Computer), then Personal,
then Certificates.

m Select the SSL certificate, then right-click and select All Tasks, then
Manage Private Keys...

e Select the service user account under Group or user names
o If the accountis not listed, select Add..., then enter the
name of the service account, then click OK.
e Verify that this account has Allow checked for Full control.
e C(lick OK.
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Support

Have a question?
Email us at support@getavail.com or call us at +1 859-963-1616

AVAIL Solutions, Inc.
163 East Main Street
3rd Floor

Lexington, KY 40507
USA

Website: www.getavail.com
Phone: +1 859-963-1616
Email: support@getavail.com

40


mailto:support@getavail.com
http://www.getavail.com
mailto:support@getavail.com

